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1 IntroductionOne means of acquiring new knowledge from databases is to apply various machine learningalgorithms that compute descriptive representations of the data as well as patterns thatmay be exhibited in the data. The �eld of machine learning has made substantial progressover the years and a number of algorithms have been popularized and applied to a host ofapplications in diverse �elds. There are numerous algorithms ranging from those based uponstochastic models, to algorithms based upon purely symbolic descriptions like rules and deci-sion trees. Thus, we may simply apply the current generation of learning algorithms to verylarge databases and wait for a response! However, the question is how long might we wait?Indeed, do the current generation of machine learning algorithms scale from tasks commontoday that include thousands of data items to new learning tasks encompassing as much astwo orders of magnitude or more of data that is physically distributed? Furthermore, manyexisting learning algorithms require all the data to be resident in main memory, which isclearly untenable in many realistic databases. In certain cases, data is inherently distributedand cannot be localized on any one machine (even by a trusted third party) for a varietyof practical reasons including physically dispersed mobile platforms like an armada of ships,security and fault tolerant distribution of data and services, competitive (business) reasons,as well as statutory constraints imposed by law. In such situations, it may not be possible,nor feasible, to inspect all of the data at one processing site to compute one primary \global"classi�er. We call the problem of learning useful new knowledge from large inherently dis-tributed databases the scaling problem for machine learning. We propose to solve the scalingproblem by way of a technique we have come to call \meta-learning". Meta-learning seeksto compute a number of independent classi�ers by applying learning programs to a collec-tion of independent and inherently distributed databases in parallel. The \base classi�ers"so computed are then integrated by another learning process. Here meta-learning seeks tocompute a \meta-classi�er" that integrates in some principled fashion the separately learnedclassi�ers to boost overall predictive accuracy.In the following pages we present a summary overview of a variety of ways of accom-plishing this task by way of meta-learning as previously reported in [4]. We seek to continuedeveloping meta-learning systems and apply these techniques to a range of large-scale dis-tributed applications by utilizing existing agent-based infrastructures for deployment overthe internet. In section 3, we detail the JAM (Java Agents for Meta-Learning) architecture, apowerful portable and extensible network agent-based system that computes meta-classi�ersover distributed data. JAM is being engaged in experiments addressing real-world learningtasks such as solving key problems in fraud and intrusion detection in �nancial informationsystems. Sections 4 and 5 describe this e�ort. In section 6 we discuss our future researchand section 7 concludes the paper.2 Meta-LearningWe desire a unifying and scalable solution that improves the e�ciency and accuracy ofinductive learning when applied to large amounts of data in wide area computing networksfor a range of di�erent applications. Meta-learning is proposed as the unifying approach.1



Our approach to improve e�ciency is to execute a number of learning processes (eachimplemented as a distinct serial program) on a number of data subsets (a data reductiontechnique) in parallel (eg. over a network of separate processing sites) and then to combinethe collective results through meta-learning. This approach has two advantages, �rst it usesthe same serial code at multiple sites without the time-consuming process of writing parallelprograms and second, the learning process uses small subsets of data that can �t in mainmemory. The accuracy of the learned concepts by the separate learning process might belower than that of the serial version applied to the entire data set since a considerable amountof information may not be accessible to each of the independent and separate learning pro-cesses. On the other hand, combining these higher level concepts via meta-learning, mayachieve accuracy levels, comparable to that reached by the aforementioned serial versionapplied to the entire data set. Furthermore, this approach may use a variety of di�erentlearning algorithms on di�erent computing platforms. Because of the proliferation of net-works of workstations and the growing number of new learning algorithms, our approachdoes not rely on any speci�c parallel or distributed architecture, nor on any particular algo-rithm, and thus distributed meta-learning may accommodate new systems and algorithmsrelatively easily. Our meta-learning approach is intended to be scalable as well as portableand extensible.In prior publications we introduced a number of meta-learning techniques including ar-bitration, combining [3] and hierarchical tree-structured meta-learning systems. Other pub-lications have reported performance results on standard test problems and data sets withdiscussions of related techniques, Wolpert's stacking [9], Breiman's bagging [1] and Zhang'scombining [10] to name a few. We shall not repeat this exposition in this paper. Here we de-scribe the JAM system architecture designed to support these and perhaps other approachesto distributed data mining.3 The JAM architectureJAM is architectured an agent based system, a distributed computing construct that isdesigned as an extension of OS environments. It is a distributed meta-learning system thatsupports the launching of learning and meta- learning agents to distributed database sites.JAM is implemented as a collection of distributed learning and classi�cation programs linkedtogether through a network of Datasites. Each JAM Datasite consists of:� A local database,� A learning agent, a machine learning program that may migrate to other sites as aJAVA applet, or be locally stored as a native application callable by a JAVA applet,� A meta-learning agent,� A local user con�guration �le,� Graphical User Interface and Animation facilities.2



The JAM Datasites have been designed to collaborate1 with each other to exchangeclassi�er agents that are computed by the learning agents.First, local learning agents operate on the local database and compute the Datasite's localclassi�ers. Each Datasite may then import (remote) classi�ers from its peer Datasites andcombine these with its own local classi�er using the local meta-learning agent. These actionsmay take place at all Datasites simultaneously and independently.The owner of a Datasite administers the local activities via the local user con�guration�le. Through this �le, he/she can specify the required and optional local parameters toperform the learning and meta-learning tasks. Such parameters include the names of thedatabases to be used, the policy to partition these databases into training and testing subsets,the local learning agents to be dispatched, etc. Besides the static speci�cation of the localparameters (before the beginning of the learning and meta-learning tasks), the owner of theDatasite can also employ JAM's graphical user interface and animation facilities to superviseagent exchanges and administer dynamically the meta-learning process. With this graphicalinterface, the owner may access more information such as accuracy, trends, statistics andlogs and compare and analyze results in order to improve performance.For example, the owner may study results and decide to repeat the learning process orintegrate new knowledge that has become available, or even discard obsolete classi�ers. Or,he/she can use JAM's presentation tools to inspect the generated decision tree classi�ersdirectly to gain valuable intuition. that may be computed, for example by ID3.Finally, once the base and meta-classi�ers are computed, the JAM system manages theexecution of these modules to classify and label datasets of interest.The con�guration of the distributed system is maintained by the Con�guration FileManager (CFM), a central and independent module responsible for keeping the state of thesystem up-to-date. The CFM is as a server that provides information about the participatingDatasites and logs events for future reference and evaluation.The logical architecture of the JAM meta-learning system is presented in Figure 1. Inthis example, three JAM Datasites Marmalade, Mango and Strawberry exchange their baseclassi�ers to share their local view of the learning task. The owner of the Datasite controlsthe learning task by setting the parameters of the user con�guration �le, i.e. the algorithmsto be used, the images to be used by the animation facility, the folding parameters, etc. Inthis example, the CFM runs on Cherry and each Datasite ends up with three base classi�ers(one local plus the two remote classi�ers).We have used JAVA technology to build the infrastructure of the system and developedthe speci�c agent operators that compose and spawn new agents from existing classi�eragents. JAVA technology provides the means to dispatch agents to remote sites and executethem under remote or local control. The graphical user interface, the animation facilitiesand most of the machine learning algorithms were also implemented in JAVA. The onlyparts that were imported in their native (C++) form were some of the machine learningprograms; and this was done for faster prototype development and proof of concept. TheJAM system builds upon the existing agent infrastructure available over the internet today.The platform-independence of JAVA technology makes it easy to port JAM and delegate its1A Datasite may also operate independently without any changes.3
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CFM = Cherry.cs.columbia.eduFigure 1: The architecture of the meta-learning system.agents to any participating site. (The modules that are implemented in native C++ are notyet platform independent.)3.1 Con�guration File ManagerThe CFM assumes a role equivalent to that of a name server of a network system. It isresponsible for maintaining the \global" con�guration of the system and making it availableto the participating Datasites.The CFM provides registration services to all Datasites that wish to become membersand participate in the distributed meta-learning activity. When the CFM receives a JOINrequest from a new Datasite, it veri�es both the validity of the request and the identity ofthe Datasite. Upon success, it acknowledges the request and registers the Datasite as active.Similarly, the CFM can receive and verify the DEPARTURE request; it notes the requestorDatasite as inactive and removes it from its list of members. The CFM, maintains the listof active member Datasites to establish contact and cooperation between peer Datasites.Apart from that, the CFM keeps information regarding the groups that are formed (whichDatasites collaborate with which Datasites), logs the events and displays the status of thesystem. Through the CFM, the JAM system administrator may screen the Datasites thatparticipate.3.2 DatasitesUnlike CFM which provides a passive con�guration maintainance function, the Datasites arethe active components of the meta-learning system.The Datasites are responsible for running the show. A Datasite manages its localdatabase, builds local classi�ers, obtains remote classi�ers, builds local meta classi�ers andinteracts with a JAM user. A Datasite is implemented as a multithreaded Java programwith a special GUI. 4



Upon initialization, a Datasite starts up the GUI through which it can accept input anddisplay status and results. During its initialization, among its other tasks, the Datasiteregisters with the CFM, instantiates the local learning engine/agent2 and creates a serversocket for listening for connections3 from the peer Datasites.The Datasite is a module driven by input messages or commands. After initialization iscomplete the Datasite waits for the next event to occur. This can be either1. A command issued by the owner via the GUI, or2. A message from a peer Datasite via the open socket.In both cases, the Datasite veri�es that the input is valid and can be serviced. Once thisis established, the Datasite allocates a separate thread and performs the required task. Thistask can be any of JAM's functions: computing a local classi�er, starting the meta-learningprocess, sending local classi�ers to peer Datasites or requesting remote classi�ers from them,reporting the current status, or presentating computed results.Figure 2 presents a snapshot of the JAM system during the meta-learning phase. In thisexample three Datasites, Marmalade, Strawberry and Mango (see the group panel of the�gure) collaborate in order to share and improve their knowledge in diagnosing hypothy-roidism. The snapshot taken is from \Marmalade's point of view". Initially, Marmaladeconsults the Datasite con�guration �le where the owner of the Datasite sets the parameters.In this case, the dataset is a medical database with records, noted by thyroid in the DataSet panel. Other parameters include the host of the CFM, the Cross-Validation Fold, theMeta-Learning Fold, the Meta-Learning Level, the names of the local learning agent and thelocal meta-learning agent, etc. Refer to [2] for more information on the meaning and use ofthese parameters. (Notice that Marmalade has established that Strawberry and Mango areits peer Datasites, having acquired this information from the CFM.)Then, Marmalade partitions the thyroid database (noted as thyroid.1.bld and thy-roid.2.bld in the Data Set panel) for the 2-Cross-Validation Fold, and computes after the localclassi�er, noted by Marmalade.1 (here by calling the ID3 learning agent) viewed at the mainpanel. Next, Marmalade Marmalade imports the remote classi�ers, noted by Strawberry.1and Mango.1 and begins the meta-learning process. The snapshot of Figure 2 displays thesystem at this stage. In the animated meta-learning process JAM's GUI moves icons withinthe panel displaying the construction of a new meta-classi�er. Marmalade will use thismeta-classi�er in the future to predict the classes of input data items (in this case unlabelledmedical records).The owner of a JAM Datasite has direct control over the stages and the progress ofthe learning and meta learning process. He/She can observe the internals of the generatedclassi�ers and meta classi�ers and get reports on the results and statistics.2The Datasite consults the local Datasite con�guration �le (maintained by the owner of the Datasite) toobtain information regarding the central CFM and the types of the available machine learning agents.3For each connection, the Datasite spawns a separate thread.5



Figure 2: Two di�erent snapshots of the JAM system in action. Left: Marmalade is buildingthe meta classi�er (meta learning stage). Right: A ID3 tree-structured classi�er is beingdisplayed in the Classi�er Visualization Panel3.3 Classi�er VisualizationJAM provides graph drawing tools to help users understand the learned knowledge [7]. Thereare many kinds of classi�ers, e.g., a decision tree by ID3, that can be represented as graphs. InJAM we have employedmajor components of JavaDot [8], an extensible visualization system,to display the classi�er and allows the user to analyze the graph. Since each machine learningalgorihtm has its own format to represent the data classi�er, JAM uses an algorithm-speci�ctranslator to read the classi�er and generate a JavaDot graph representation.Figure 2 shows the JAM classi�er visualization panel with a decision tree, where theleaf nodes represent classes (decisions), the non-leaf nodes represent the attributes undertest, and the edges represent the attribute values. The user can select the \Attributes"command from the \Object" pull-down menu to see any additional information about anode or an edge. In the �gure, the \Attributes" window shows the classifying information ofthe highlighted leaf node4. It is di�cult to view clearly a very large graph (that has a largenumber of nodes and edges) due to the limited window size. The classi�er visualization panelprovides commands for the user to traverse and analyze parts of the graph: the user canselect a node and use the \Top" command from the \Graph" menu to make the subgraphstarting from the selected node be the entire graph in display; use the \Parent" commandto view the enclosing graph; and use the \Root" command to see the entire original graph.Some machine learning algorithms generate concise and very readable textual outputs,e.g., the rule sets from Ripper [6]. It is thus counter-intuitive to translate the text to graphform for display purposes. In such cases, JAM simply pretty formats the text output anddisplays it in the classi�er visualization panel.4Thus visually, we see that for a test data item, if its \p-2" value is 3 and its \p-14" value is 2, then itbelongs to class \0" with .889 probability. 6



3.4 AnimationFor demonstration and didactic purposes, the meta-learning component of the JAM graphicaluser interface contains a collection of animation panels which visually illustrate the stages ofmeta-learning in parallel with execution. When animation is enabled, a transition into a newstage of computation or analysis triggers the start of the animation sequence correspondingto the underlying activity. The animation loops continuously until the given activity ceases.The JAM program gives the user the option of manually initiating each distinct meta-learning stage (by clicking a \Next" button), or sending the process into automatic execution(by clicking a \Continue" button). The manual run option provides a temporary programhalt. For \hands free" operation of JAM, the user can start the program with animationdisabled and execution set to automatic transition to the next stage in the process.3.5 AgentsJAM's extensible plug-and-play architecture allows snap-in learning agents.The learning and meta-learning agents are designed as objects. JAM provides the def-inition of the parent agent class and every instance agent (i.e. a program that implementsany of your favorite learning algorithms ID3, CART, BAYES, WPEBLS, etc.) are thende�ned as a subclass of this parent class. Among other de�nitions which are inherited by allagent subclasses, the parent agent class provides a very simple and minimal interface thatall subclasses have to comply to. As long as a learning or meta-learning agent conforms tothis interface, it can be introduced and used immediately in the JAM system even duringexecution.To be more speci�c, a JAM agent needs to have the following methods implemented forJAM to use it e�ectively:1. A constructor method with no arguments. JAM can then instantiate the agent, pro-vided it knows its name (which can be supplied by the owner of the Datasite througheither the local user con�guration �le or the GUI).2. An initialize() method. In most of the cases, if not all, the agent subclasses inheritthis method from the parent agent class. Through this method, JAM can supply thenecessary arguments to the agent. Arguments include the names of the training andtest datasets, the name of the dictionary �le, and the �lename of the output classi�er.3. A buildClassi�er() method. JAM calls this method to trigger the agent to learn (ormeta-learn) from the training dataset.4. A getClassi�er() and getCopyOfClassi�er() methods. These methods are used by JAMto obtain the newly built classifers. These are then encapsulated and can be \snapped-in" at any other participating Datasite! Hence, remote agent dispatch is easily accom-plished.The class hierarchy (only methods are shown) for four di�erent learning agents is pre-sented in Figure 3. ID3, Bayes, Wpebls and Ripper inherit the methods initialize() and7
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Rule-BasedFigure 3: The class hierarchy of learning agents.getClassi�er() from their parent learning agent class. The Meta-Learning, Classi�er andMeta-Classi�er classes are de�ned in similar hierarchies.JAM is designed and implemented independently of the machine learning programs ofinterest. As long as a machine learning program is de�ned and encapsulated as an objectconforming to the minimal interface requirements (most existing algorithms have similarinterfaces already) it can be imported and used directly. This plug-and-play characteristicmakes JAM truly powerful and extensible data mining facility.4 Fraud and Intrusion DetectionA secured and trusted interbanking network for electronic commerce requires high speedveri�cation and authentication mechanisms that allow legitimate users easy access to con-duct their business, while thwarting fraudulent transaction attempts by others. Fraudulentelectronic transactions are a signi�cant problem, one that will grow in importance as thenumber of access points in the nation's �nancial information system grows.Financial institutions today typically develop custom fraud detection systems targetedto their own asset bases. Recently though, banks have come to realize that a uni�ed, globalapproach is required, involving the periodic sharing with each other of information aboutattacks.We have proposed another wall to protect the nation's �nancial systems from threats.This new wall of protection consists of pattern-directed inference systems using models ofanomalous or errant transaction behaviors to forewarn of impending threats. This approachrequires analysis of large and inherently distributed databases of information about trans-action behaviors to produce models of \probably fraudulent" transactions. We use JAM tocompute these models.The key di�culties in this approach are: �nancial companies don't share their data fora number of (competitive and legal) reasons; the databases that companies maintain ontransaction behavior are huge and growing rapidly; real-time analysis is highly desirable toupdate models when new events are detected and easy distribution of models in a networkedenvironment is essential to maintain up to date detection capability.8



JAM is used to compute local fraud detection agents that learn how to detect fraud andprovide intrusion detection services within a single corporate information system, and anintegrated meta-learning system that combines the collective knowledge acquired by indi-vidual local agents. Once derived local classi�er agents or models are produced at someDatasite(s), two or more such agents may be composed into a new classi�er agent by JAM'smeta-learning agents.JAM allows �nancial institutions to share their models of fraudulent transactions byexchanging classi�er agents in a secured agent infrastructure. But they will not need todisclose their proprietary data. In this way their competitive and legal restrictions canbe met, but they can still share information. The meta-learned system can be globallyconstructed, or alternatively it can be local. In the latter guise, each corporate entity bene�tsfrom the collective knowledge by using its privately available data to locally learn a meta-classi�er agent from the shared models. The meta-classi�ers then act as sentries forewarningof possibly fraudulent transactions and threats by inspecting, classifying and labeling eachincoming transaction.4.1 How Local Detection Components WorkConsider the generic problem of detecting fraudulent transactions, in which we are not con-cerned with global coordinated attacks. We posit there are two good candidate approaches.Approach 1:i) Each bank i; 1 < i <= N , uses some learning algorithm or other on one or more oftheir databases, DBi, to produce a classi�er fi. In the simplest version, all the fi have thesame input feature space. Note that each fi is just a mapping from the features space oftransaction, x, to a bimodal fraud label.ii) All the fi are sent to a central repository, where there is a new \global" trainingdatabase, call it DB�.iii) DB� is used in conjunction with some learning algorithm to learn the mappingtaking < f1(x); f2(x); :::fN(x); x > to a fraud label (or probability of fraud). That mapping,or meta-classi�er, is f�.iv) f� is sent to all the individual banks to use as a data �lter to mark and label incomingtransactions with a fraud label.One of the questions we are studying in this approach is how DB� is created. Is itentrusted to some third party? Does it contain older (and non-sensitive) bank data? Doesit consist of the union of subsamples of the individual DBi?Approach 2:i) Same as approach 1.ii) Every bank i sends to every other bank its fi. So at the end of this stage, each bankhas a copy of all N classi�ers, f1; :::fN .iii) Each bank i had held separate some data, call it Ti, from the DBi used to cre-ate fi. Each bank then uses Ti and the set of all the f 's to learn the mapping from< f1(x); f2(x); :::fN(x); x > to a fraud label (or probability of fraud, as the case may be).9
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� Past payment information of the transactor� The amount of the transaction� Geographic information, that is, information regarding the locations where the trans-action was initiated and the location of the merchant and transactor� Codes for the validity and the manner of entry of the transaction� An industry standard code for the type of merchant� A code for other recent \non-monetary" transaction types performed by the transactor� The age of the account and the card� Other credit card account information� Con�dential and Proprietary Fields which potentially carry other indicators)� The fraud label (the transaction was either fraudulent or legitimate)It is interesting to note that most of this information is indeed captured by each bank.However, each bank also includes speci�c �elds containing important information, they havedetermined separately, that provides predicitive value in determining fraudulent transactionpatterns. The integration of this information across separately learned classi�ers at eachbank site is a non-trivial problem, called data schema integration problem.We describe two approaches for handling these \proprietary �elds" (PF). For purposesof this discussion, we distinguish two separate data sets from two banks called Bank A andBank B:Method I: Learn a local model using PF �elds and exchange. Let's assume thatthe fraud detection model learned in Bank A includes the PF �elds. Let's also assume thatthe data at the Bank B site do not include these �elds and hence the classi�er cannot dealwith them. Then, Bank B will not be able to use Bank A's model directly unless:1. Bank B \massages" its data to include PF values. To do this, Bank B must import,along with the remote classi�er, a secure/trusted agent from Bank A that can computevalues for the missing PF's in the Bank B's data. This however may not be possiblein all cases, and may not be desirable by Bank A.2. Bank B simply includes null values in a \bogus" PF �eld added to the Bank B data set.Even though the PF �elds may have high predictive value for Bank A, they are of novalue for Bank B. After all, Bank B did not include them in its authorization systemand presumably other attributes (including the common ones) do have predictive value.11



Method II: Learn a model using PF �elds and hold locally. Again, we assumethat the data at Bank A include some additional PF �elds that Bank B's data lack. In thisapproach, Bank A can learn two local models. One with the PF �elds is stored locally forlater use by the meta-learning agents, while the second one, without these �elds is exchanged.Learning a second classi�er without the PF �elds, or better yet, with �elds that belongto the intersection of the �elds of the data sets of the two banks, implies that the secondclassi�er makes use only of the attributes that are common among the participating sitesand no issue exists for its integration at other Banks. On the other hand, remote classi�ersimported by Bank A (and assured not to involve predictions over the PF �elds) can stillbe locally integrated with the original model that employes the PF �elds. In this case, theremote classi�ers simply ignore the PF �elds of the local data set.Both approaches address the data schema integration problem and Meta-learning overthese models should proceed in a straightforward manner.5.1 Description of the learning processIn this section, we describe the setting of our experiments. In particular, we split the originaldata set provided by one bank into random partitions and we distributed them across thedi�erent sites of the JAM network. Then we computed the accuracy from each modelobtained at each such partition.To be more speci�c, we sampled 84,000 records from the total of 500,000 records of thedata set we used in our experiments, and kept them for the Validation and Test sets toevaluate the accuracy of the resultant distributed models. The learning task is to identifypatterns in the 30 attribute �elds that can characterize the fraudulent class label.Let's assume, without loss of generality, that we apply the ID3 learning process to twosites of data (say sites 1 and 2), while two instances of Ripper are applied elsewhere (say atsites 3 and 4), all being initiated as Java agents. The result of these four local computationsare four separate classi�ers, CID3�i(); i = 1; 2, and CRipper�j(); j = 3; 4 that are each invocableas agents at arbitrary sites of credit card transaction data.A sample Ripper Rule-Based Classi�er learned from the credit card data set is depictedin Figure 5, a relatively small set of rules that is easily communicated among distributedsites as needed.5 To extract fraud data from a distinct �fth site of data, or any other site,using say, CRipper�3() the code implementing this classi�er would be transmitted to the �fthsite and invoked remotely to extract data. This can be accomplished for example using aquery of the form:Select X.* From Credit-card-data Where CRipper�3(X:fraud� label) = 1.Naturally, the select expression rendered here in SQL in this example can be insteadimplemented directly as a data �lter applied against incoming transactions at a server sitein a fraud detection system.The end result of this query is a stream of data accessed from some remote sourcebased entirely upon the classi�cations learned at site 3. Notice that requesting transactionsclassi�ed as \not fraud" would result in no information being returned at all (rather than5The speci�c con�dential attribute names are not revealed here.12
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1 0Figure 5: Left: This sample rule-based model, covers 1365 non-fraudulent and 290 fraudulentcredit card transactions. Right: Sample portion of the ID3 decision tree meta-classi�erlearned from the predictions of the four base classi�ers. In this portion, only the classi�ersfrom site-1 and site-2 are displayedstreaming all data back to the end-user for their own sifting or �ltering operation). Likewise,in a fraud detection system, alarms would be initiated only for those incoming transactionsthat have been selectively labelled as potentially fraudulent.Next, a new classi�er, say M can be computed by combining the collective knowledgeof the 4 classi�ers using for example the ID3 meta-learning algorithm. M is trained overmeta-training data, i.e. the class predictions from four base classi�ers, as well as the rawtraining data that generated those predictions6. The meta-training data is a small fractionof the total amount of distributed training data7. In order for M to generate its �nal classpredictions, it requires the classi�cations generated by CID3�1(), CID3�2(), CRipper�3() andCRipper�4(). The result is a tree structured meta-classi�er depicted in Figure 5.In this �gure, the descendant nodes of the decision tree are indented while the leavesspecify the �nal classi�cations (fraud label 0 or 1). A (logic-based) rule equivalent of the�rst branch at the top of the ID3 Decision tree is:\If (X:Predictionfsite� 1g = 1)and(X.Predictionfsite-2g = 1) then the transaction isfraudulent i.e. X.Fraud-label = 1."A rule equivalent to the second branch is:\If (X:Predictionfsite� 1g = 1)and(X.Predictionfsite-2g = 0) then the transaction isnot fraudulent X.Fraud-label = 0."Similarly, we may access credit card fraud data at any site in the same fashion as CRipper�3used over site 5.Our experiments for fraud and intrusion detection are already under way. In one series ofmeasurements, we trained the base classi�ers and meta-classi�ers over a sample data set with50% fraudulent and 50% non-fraudulent transactions. Then we tested their accuracy againsta di�erent and unseen sample set of data with 80%/20% distribution. In summary, Ripperand CART were the best base classi�ers, and Bayes, the best and most stable meta-classi�er.Ripper and CART were each able to catch 80% of the fraudulent transactions (True Positiveor TP) but also misclassify 16% of the legitimate transactions (False Positive or FP) while6This meta-learning strategy is denoted class-attribute-combiner as de�ned in [4, 5].7The section detailing the meta-learning strategies in [5] describes the various bounds placed on themeta-training data sets while still producing accurate meta-classi�ers.13



Bayes exhibited 80% TP and 13% FP in one setting and 80% TP and 19the three base classi-�ers with the least correlated error and in the second it combined the four most accurate baseclassi�ers. The experiments, settings, rationale and results have been reported in detail in acompanion paper also available from http://www.cs.columbia.edu/�sal/JAM/PROJECT.6 Future ResearchThe JAM prototype is in an ongoing state of development. A number of issues require study.Their resolution will produce a number of enhancemements, including:� An intelligent and e�cient pairing process. The datasites will be able to discern whichclassi�ers contribute positively and then choose to cooperate more closely with thedatasites they came from. The rational behind this is that the more compatible,representative and diverse a database is, the better the classi�ers the datasite willproduce (assuming an equal quality in the type of learning algorithms).� A mechanism for integrating new knowledge. More and more data will become avail-able, new trends will emerge and new ways to bypass the detection mechanisms willbe devised. We will explore ways to incorporate the new knowledge without turningthe present and old data obsolete. In fact, new knowledge can be treated in a fashionsimilar to the knowledge imported from remote sources. Meta-Learning techniqueshave been already in use to combine knowledge over space (remote databases), in thenear future they can also be employed to combine knowledge acquired over time. Thisway, JAM will become a lifelong system constantly accumulating useful knowledge.� Multilevel meta-learning. We will generalize the one level meta learning approach to amultilevel one. As more and more classi�ers become available we will need to organizethem e�ciently. This is again a hierarchical approach related to the scalability issueaddressed before, but from a di�erent perspective. Datasites will not only exchangebase classi�ers but entire "meta classi�er trees". A meta classi�er tree is a tree inwhich each internal node is a meta classi�er and each leaf is a base classi�er. (A metaclassi�er carries with it all its children meta classi�ers through which it was built; thishappens recursively all the way down to the leaves of the tree). In fact, one of the keycapabilities provided by our proposed system, is that it is very easy to import, invokeand handle agents, or even to realize agent composition operators. It is possbile, forexample, to implement CID3�1() (see section 4) as a sub-agent wholly contained withinthe meta-classi�er M . In this case, each sub-agent is de�ned as a simple Java objectcallable from within M , and when the meta-classi�er agent M is transmitted to aremote site, the sub-agent \travels" with it.� A scalable decision making protocol. As the number of participating Datasites andavailable databases increases, communication, coordination and e�ciency becomeproblematic. We will augment each Datasite of the system with a hierarchical anddistributed protocol to facilitate scalability and eliminate bottlenecks.14



� A distributed con�guration �le manager. In this �rst version JAM uses a centralizedapproach to maintain the global con�guration. This is an obvious sequential bottleneck.We will replace the current con�guration �le manager process with several logicallydistributed processes that will interact with each other in order to realize scalability,maintain the global con�guration, and support fault tolerance.7 ConclusionsWe believe the concepts embodied by the term meta-learning provide an important stepin developing systems that learn from massive databases and that scale. A deployed andsecured meta-learning system will provide the means of using large numbers of low-cost net-worked computers who collectively learn from massive databases useful and new knowledge,that would otherwise be prohibitively expensive to achieve. We believe meta-learning sys-tems deployed as intelligent agents will be an important contributing technology to deployintrusion detection facilities in global-scale, integrated information systems.In this paper we described the JAM architecture, a distributed, scalable, extensibleand portable agent-based system that supports the launching of learning and meta-learningagents to distributed database sites. JAM can integrate distributed knowledge and boostoverall predictive accuracy of a number of independenty learned classi�ers through meta-learning agents. We have engaged JAM in a real, practical and important problem. Incollaboration with the FSTC we have populated these database sites with records of creditcard transactions, provided by di�erent banks, in an attempt to detect and prevent fraud bycombining learned patterns and behaviors from independent sources.
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