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t. Intrusion dete
tion systems (IDSs) must be 
apable of dete
ting new andunknown atta
ks, or anomalies. We study the problem of building dete
tion modelsfor both pure anomaly dete
tion and 
ombined misuse and anomaly dete
tion (i.e.,dete
tion of both known and unknown intrusions). We show the ne
essity of arti�
ialanomalies by dis
ussing the failure to use 
onventional indu
tive learning methods todete
t anomalies. We propose an algorithm to generate arti�
ial anomalies to 
oer
ethe indu
tive learner into dis
overing an a

urate boundary between known 
lasses(normal 
onne
tions and known intrusions) and anomalies. Empiri
al studies showthat our pure anomaly dete
tion model trained using normal and arti�
ial anomaliesis 
apable of dete
ting more than 77% of all unknown intrusion 
lasses with morethan 50% a

ura
y per intrusion 
lass. The 
ombined misuse and anomaly dete
tionmodels are as a

urate as a pure misuse dete
tion model in dete
ting known intrusionsand are 
apable of dete
ting at least 50% of unknown intrusion 
lasses with a

ura
ymeasurements between 75% and 100% per 
lass.Keywords: anomaly dete
tion, intrusion dete
tion, arti�
ial anomaly, se
urity1. Introdu
tionData analysis tasks 
an be broadly 
ategorized into anomaly dete
tion and 
las-si�
ation problems. Anomaly dete
tion tra
ks events that are in
onsistent withor deviate from events that are known or expe
ted. For example, in intrusionRe
eived xxxRevised xxxA

epted xxx



2 W. Fan et aldete
tion anomaly dete
tion systems 
ag observed a
tivities that deviate signif-i
antly from established normal usage pro�les. On the other hand, 
lassi�
ationsystems use patterns of well-known 
lasses to mat
h and identify known labelsfor unlabeled datasets. In intrusion dete
tion, 
lassi�
ation of known atta
ks isalso 
alled misuse dete
tion.Anomaly dete
tion systems are not as well studied, explored, or applied as
lassi�
ation systems. Most of the leading 
ommer
ial intrusion dete
tion sys-tems (IDSs) employ solely misuse dete
tion te
hniques, whi
h use patterns of"known" atta
ks to dete
t intrusions. However, as ane
dotes of serious break-insto major government, military, and 
ommer
ial sites have shown, our adver-saries, knowing that intrusion prevention and dete
tion systems are installed inour networks, will always be attempting to develop and laun
h "new" atta
ks.Last year's Distributed Denial-of-Servi
e (DDOS) atta
ks have 
aused majordisruptions for servi
es provided over the Internet.In the generation of 
lassi�
ation models, training data 
ontaining instan
esof known 
lasses is often available for training (or human analysis) and the goalis simply to dete
t instan
es of these known 
lasses. Anomaly dete
tion, however,relies on data belonging to one single 
lass (su
h as purely normal 
onne
tionre
ords) or limited instan
es of some known 
lasses with the goal of dete
ting allunknown 
lasses. It is diÆ
ult to use traditional indu
tive learning algorithmsfor su
h a task, as most are only good at distinguishing the boundaries amongall given 
lasses of data. In this paper, we explore the use of traditional indu
tivelearning algorithms for anomaly dete
tion by working from the dataset level. Wepresent methods for generating arti�
ial anomalies based on known 
lasses to
oer
e an arbitrary ma
hine learning algorithm to learn hypotheses that separateall known 
lasses from unknown 
lasses. We dis
uss the generation of anomalydete
tion models from pure normal data, and also dis
uss the generation of
ombined misuse and anomaly dete
tion models from data that 
ontains known
lasses. We apply the proposed approa
hes to network-based intrusions.The rest of the paper is organized as follows. Se
tion 2 dis
usses the motiva-tion for arti�
ial anomaly generation and the di�erent methods. In Se
tions 3-6,we evaluate our methods using RIPPER (Cohen, 1995), an indu
tive rule learner,trained and tested with the 1998 DARPA Intrusion Dete
tion Evaluation dataset.Se
tion 7 reviews related work in anomaly dete
tion. Se
tion 8 o�ers 
on
lusiveremarks and dis
usses avenues for future work.2. Arti�
ial Anomaly GenerationA major diÆ
ulty in using ma
hine learning methods for anomaly dete
tion liesin making the learner dis
over boundaries between known and unknown 
lasses.Sin
e we begin without any examples of anomalies in our training data (by de�-nition of the task of anomaly dete
tion), a ma
hine learning algorithm will onlyun
over boundaries that separate di�erent known 
lasses in the training data.This behavior is intended to prevent over�tting a model to the training data.Learners only generate hypotheses for the provided 
lass labels in the trainingdata. These hypotheses de�ne de
ision boundaries that separate the given 
lasslabels. To a
hieve generalization and avoid over�tting, learning algorithms usu-ally do not spe
ify a boundary beyond that ne
essary to separate known 
lasses.Some learners 
an generate a default 
lassi�
ation for instan
es that are not
overed by the learned hypothesis. The label of this default 
lassi�
ation is often



Using Arti�
ial Anomalies to Dete
t Unknown and Known Network Intrusions 3de�ned to be the most frequently o

urring 
lass of all un
overed instan
es inthe training data. It is possible to modify this default predi
tion to be anomaly,signifying that any un
overed instan
e should be 
onsidered anomalous. It is alsopossible to tune the parameters of some learners to 
oer
e them into learningmore spe
i�
 hypotheses. As shown in Se
tion 6.1, our experimentation withthese methods does not yield a reasonable performan
e.The failure of using more spe
i�
 hypotheses and modifying a model's defaultpredi
tion has motivated us to propose arti�
ial anomaly generation for su
h atask. Arti�
ial anomalies are inje
ted into the training data to help the learnerdis
over a boundary around the original data. All arti�
ial anomalies are giventhe 
lass label anomaly. Our approa
h to generating arti�
ial anomalies fo
useson \near misses," instan
es that are 
lose to the known data, but are not inthe training data. We assume the training data are representative; hen
e nearmisses 
an be safely assumed to be anomalous. Our arti�
ial anomaly generationmethods are independent of the learning algorithm, as the anomalies are merelyadded to the training data.2.1. Naive Arti�
ial Anomaly GenerationOne simple method for generating arti�
ial anomalies is to produ
e randominstan
es that span the 
omplete domain de�ned by all features. A value forea
h feature is 
hosen randomly from the de�nition domain of that feature. Thearti�
ial anomalies produ
ed will be uniformly distributed a
ross the domainde�ned by all features. If instan
es of known 
lasses are 
lustered into smallareas of that domain, and a suÆ
ient amount of arti�
ial anomalies is produ
ed,the learner should be able to un
over the boundary between known and unknown
lasses as it tries to separate known 
lasses from arti�
ial anomalies. As dis
ussedin Se
tion 6.3, this method is somewhat e�e
tive. The domain of the de
isionspa
e, the 
omplexity of the target de
ision boundary, the amount of knowndata, and the amount of arti�
ial anomalies produ
ed all play important roles inthe e�e
tiveness of this approa
h. Sin
e we do not know the de
ision boundaryor the true domain of the spa
e in whi
h all known 
lasses reside, it is diÆ
ultto estimate how many arti�
ial anomalies are suÆ
ient for e�e
tive learning.2.2. Distribution-based Arti�
ial Anomaly GenerationAn alternative approa
h is to generate arti�
ial anomalies that are based on theknown data. Sin
e we do not know where the exa
t de
ision boundary is betweenthe known and anomalous instan
es, we assume that the boundary may be very
lose to the existing data. To generate arti�
ial anomalies 
lose to the knowndata, a useful heuristi
 is to randomly 
hange the value of one feature of anexample while leaving the other features unaltered.Some regions of known data in the instan
e spa
e may be sparsely populated.We 
ompare sparse regions to small islands, and dense regions to large islands,in an o
ean. To avoid over�tting, learning algorithms are usually biased towardsdis
overing more general hypotheses. Sin
e we only have known data, we wantto prevent hypotheses from being overly general when predi
ting these known
lasses. That is, sparse regions may be grouped into dense regions to produ
esingularly large regions 
overed by overly general hypotheses. Using our analogy,
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Curved line is the border of instan
e spa
e.The area en
losed in the 
urved line is the instan
e spa
e.� are arti�
ial anomalies (more at sparse regions).Fig. 1. Arti�
ial AnomaliesInput: D; Output: D0.1. let F = set of all features of D.2. let Vf = set of unique values of some feature f 2 F .3. let D0 = ;.4. for ea
h f 2 F :{ let 
ountVmax = the number of o

urren
es of the most frequently o
-
urring value in Vf .{ for ea
h v 2 Vf :� let 
ountV = the number of o

urren
es of v in D.� loop i : 
ountV < i � 
ountVmax:� let d = a randomly 
hosen datum d 2 D.� let vf = the value of feature f for d.� repla
e vf with a randomly 
hosen value v0 s.t. v0 6= v ^ v0 6= vfto 
reate d0.� D0  D0 [ fd0g.5. return D0.Note: The algorithm 
an be modi�ed to take a fa
tor, n, and produ
e n� jDjarti�
ial anomalies.Fig. 2. Distribution-based Arti�
ial Anomaly Algorithm (DBA2)small islands are unne
essarily grouped into large islands to form apparentlylarger islands. It is possible to produ
e arti�
ial anomalies around the edges ofthese sparse regions and 
oer
e the learning algorithm to dis
over the spe
i�
boundaries that distinguish these regions from the rest of the instan
e spa
e. Inother words, we want to generate data that will amplify these sparse regions.The intuitive idea of sparse regions and arti�
ially anomalies generated aroundsparse regions is illustrated in Figure 1.Sparse regions are 
hara
terized by infrequent values of individual features.To amplify sparse regions, we proportionally generate more arti�
ial anomalies
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t Unknown and Known Network Intrusions 5around sparse regions depending on their spar
ity using a proposed algorithmpresented in detail in Figure 2. Assuming that the value v of some feature fis infrequently present in the dataset, we 
al
ulate the di�eren
e between thenumber of o

urren
es of v, 
ountV , and the number of o

urren
es of the mostfrequently o

urring value vmax of the given feature, 
ountVmax. We then ran-domly sample 
ountVmax � 
ountV data points from the training set. For ea
hdata point d in this sample, we repla
e the value of feature f , vf , with any v0su
h that v0 6= v ^ v0 6= vf to generate an arti�
ial anomaly, d0. The learning al-gorithm used will then spe
i�
ally 
over all instan
es of the data with value v forfeature f . This anomaly generation pro
ess is 
alled distribution-based arti�
ialanomaly generation, as the distribution of a feature's values a
ross the trainingdata is used to sele
tively generate arti�
ial anomalies.One way to verify the need to generate 
ountVmax � 
ountV anomalies forea
h value v is to produ
e a uniform number of anomalies for ea
h v. Our ex-periments show that this method is ine�e
tive. Our surmise is that arti�
ialanomalies 
omputed uniformly will not e�e
tively for
e the learning algorithmto distinguish sparse regions from the rest of the example spa
e.2.3. DesiderataOne 
riti
al assumption of the arti�
ial anomaly generation algorithm is that theoriginal training data is suÆ
ient and representative. When this assumption isviolated, arti�
ial anomalies will interse
t with the original training data, and the
omputed anomaly dete
tion models are very likely to in
ur higher false alarmrate. Data suÆ
ien
y is a general problem for many ma
hine learning algorithmsin
luding distribution-based arti�
ial anomaly generation algorithm. One simplemethod to test data suÆ
ien
y is to plot the histogram of ea
h feature's values.When there is no signi�
ant 
hange in the histogram, the data 
an be assumedsuÆ
ient.The total number of arti�
ial anomalies depends on the number of unique fea-ture values in the training data. Assuming that feature f has jVf j unique featurevalues. Then the maximum number of arti�
ial anomalies 
omputed for feature fis jVf j�
ountVmax�Pv2Vf 
ountV (v) , whi
h is at most jVf j�
ountVmax(f). Tak-ing into a

ount every feature, the maximum number of anomalies is thereforePf2F jVf j �
ountVmax(f). In pra
ti
e, we don't need all arti�
ial anomalies. Theinner loop of the DBA2 algorithm (loop i : 
ountV � i � 
ountVmax) 
an take aparameter to generate only a portion of the arti�
ial anomalies. Our experimentsshow that the amount of arti�
ial anomalies do not signi�
antly in
uen
e thea

ura
y of the learned models.2.4. Filtered Arti�
ial AnomaliesIn the above dis
ussion, we assume that arti�
ial anomalies do not interse
t withany known data. In the DARPA dataset (See Se
tion 3), there are 41 features.A few of these features have two possible values, but most of them are either
ontinuous or 
ontain more than 5 values. Sin
e the total size of the trainingdata is signi�
antly smaller than 241 (the lower bound of the feature domain),the 
han
e of interse
tion is very small. We 
ould always 
he
k for 
ollision withknown instan
es, but this is a very expensive pro
ess. Another approa
h is to



6 W. Fan et alTable 1. Intrusions, Categories and SamplingU2R R2L DOS PRBbu�er over
ow 1 ftp write 4 ba
k 1 ipsweep 1loadmodule 2 guess passwd 1 land 1 nmap 1multihop 6 imap 2 neptune 120 portsweep 1perl 6 phf 3 pod 1 satan 1rootkit 2 spy 8 smurf 120warez
lient 1 teardrop 1warezmaster 1�lter arti�
ial anomalies with hypotheses learned on the original data. We usethe training set plus an initial generation of arti�
ial anomalies to learn a model.We then evaluate this model over previously generated arti�
ial anomalies andremove any anomalies 
lassi�ed as some known 
lass. This pro
ess is repeateduntil the size of the the set of arti�
ial anomalies remains relatively stable.3. Experimental SetupFor generation of our models, we have 
hosen to use RIPPER (Cohen, 1995), anindu
tive de
ision tree learner. RIPPER 
an learn both unordered and orderedrulesets. The use of these types of rulesets in ID has been dis
ussed in ourprevious work (Fan, Lee, Stolfo and Miller, 2000). In all reported results, unless
learly stated, we always use an unordered RIPPER ruleset and inje
t an amountof distribution-based arti�
ial anomalies equal to the size of the training set (i.e.,we use DBA2 with n = 1).Our experiments use data distributed by the 1998 DARPA Intrusion Dete
-tion Evaluation Program, whi
h was 
ondu
ted by MIT Lin
oln Lab (availablefrom the UCI KDD repository as the 1999 KDD Cup Dataset). We use thesame taxonomy for 
ategorization of intrusions as was used by the DARPA eval-uation. This taxonomy pla
es intrusions into one of four 
ategories: denial ofservi
e (DOS), probing (PRB), remotely gaining illegal remote a

ess to a lo
ala

ount or servi
e (R2L), and lo
al user gaining illegal root a

ess (U2R). TheDARPA data were gathered from a simulated military network and in
ludes awide variety of intrusions inje
ted into the network over a period of 7 weeks. Thedata was then pro
essed into 
onne
tion re
ords using MADAM ID (Lee, 1999).A 10% sample was taken whi
h maintained the same distribution of intrusionsand normal 
onne
tions as the original data (this sample is available as kdd-
up.data.10% from the UCI KDD repository). We used 80% of this sample astraining data and left the remaining 20% unaltered to be used as test data forevaluation of learned models. For infrequent intrusions in the training data, there
ords for those 
onne
tions were repeatedly inje
ted to prevent the learningalgorithm from negle
ting them as statisti
ally insigni�
ant and not generatingany rules for them. For overwhelming intrusions in the training data, only 1 outof 20 re
ords were sampled. This is an ad ho
 approa
h, but it produ
es reason-able results. Table 1 shows the 
ategory (U2R, R2L, DOS, PRB) and samplingrate of ea
h intrusion.
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t Unknown and Known Network Intrusions 7Table 2. Anomaly Dete
tion Rate and False Alarm Rate of Pure Anomaly Dete
tion%attl 94.26%far 2.02(a)%a %a %a %abu�er over
ow 100.00p ftp write 50p ba
k 100.00p ipsweep -loadmodule 66.67p guess passwd 100.00p land 75.00p nmap -multihop 57.14p imap 83.33p neptune 80.52p portsweep 4.81perl - phf 100.00p pod 9.62 satan 0.32rootkit 10.00 spy - smurf 99.94pwarez
lient 64.25p teardrop -warezmaster 80.00pU2R 47.06p R2L 66.67p DOS 94.31p PRB 1.34p: signi�
ant or %a � 50%(b)4. Pure Anomaly Dete
tionFor pure anomaly dete
tion, we learned a model using all available normal 
on-ne
tions augmented by DBA2 anomalies generated from these normal 
onne
-tions. We refer to this 
olle
tion as dataset0. RIPPER learns a large number ofrules for both normal and anomaly from this dataset.4.1. ResultsTable 2 shows the results of the pure anomaly dete
tion model. We use dete
tionrate and false alarm rate to evaluate performan
e. These terminologies are 
om-monly adopted in the intrusion dete
tion 
ommunity. Anomaly dete
tion rate,or per
entage of o

urren
es of some unknown intrusion i that are dete
ted asanomalies, is de�ned as %ai = jA\WijjWij �100%, where A is the set of all predi
tedanomalies and Wi is the set of o

urren
es of label i in the dataset. We omit thesubs
ript i where the meaning is 
lear from the 
ontext. Similarly, we 
al
ulate
umulative anomaly dete
tion rate over all unknown intrusions (%attl) and 
u-mulative anomaly dete
tion rate over di�erent 
ategories of unknown intrusions(su
h as %au2r). Also, we measure the false alarm rate (%far) of anomalous
lassi�
ations. This is the per
entage of predi
ted anomalies that are normal
onne
tions, and is de�ned as %far = jA\WnormaljjAj � 100%. If a measurementhas a value of 0, we represent it with \�" to enhan
e readability of the presentedtables.The 
umulative anomaly dete
tion rate over all intrusions and false alarmrate are shown in Table 2(a). The anomaly dete
tion model su

essfully dete
ts94.26% of all anomalous 
onne
tions in the test data and has a false alarm rateof 2.02%. To examine the performan
e for spe
i�
 intrusion 
lasses and 
ate-gories, the anomaly dete
tion rate (%a) for ea
h 
lass and 
ategory is shown inTable 2(b). The anomaly dete
tion model is 
apable of dete
ting most intrusion
lasses, even though there are no intrusions at all in the training set. A total of 17out of 22 intrusion 
lasses (all non-null measurements) are dete
ted as anomalies.For 13 out of 22 intrusions (all entries highlighted by p), the proposed method
at
hes at least 50% of all o

urren
es. There are 3 intrusions (guess passwd,



8 W. Fan et alTable 3. Intrusion Clusters1 2 3 4 5 6 7ba
k bu�er over
ow ftp write guess passwd imap land portsweeploadmodule warez
lient satanperl warezmasterrootkit8 9 10 11 12 13ipsweep multihop neptune phf pod spynmap teardrop smurfbu�er over
ow and phf) that our approa
h is 
apable of dete
ting perfe
tly (i.e.,%a = 100%). These 3 intrusions belong to the more harmful U2R and R2L 
ate-gories. The anomaly dete
tion rates of all 4 
ategories of intrusions indi
ate that,in general, ea
h 
ategory is su

essfully dete
ted. In 3 out of 4 
ategories (U2R,R2L and DOS), the model dete
ts more than or nearly 50% of all intrusion o
-
urren
es of that 
ategory. It is important to note that these three 
ategories arethe most damaging and most important types of intrusions to be dete
ted.5. Combined Misuse and Anomaly Dete
tionPure anomaly dete
tion might still have high false alarm rate; the boundariesimplied by arti�
ial anomalies 
an be sharpened by real intrusions. Separatemodules for anomaly and misuse dete
tion will not be as eÆ
ient as one sin-gle module that dete
ts misuse and anomaly in the same time. All these havemotivated us to explore the use of arti�
ial anomalies for su
h as task.We learn a single ruleset for 
ombined misuse and anomaly dete
tion. Theruleset has rules to 
lassify a 
onne
tion to be normal, one of the known intru-sion 
lasses, or anomaly. In order to evaluate this 
ombined approa
h, we groupintrusions together into a number of small 
lusters as shown in Table 3. We 
re-ate datasets (dataseti; 1 � i � 12)1 by in
rementally adding ea
h 
lusteri intothe normal dataset and re-generating arti�
ial anomalies. This is to simulatethe pro
ess of the invention of new intrusions and their in
orporation into thetraining set. We later evaluate the e�e
t of the ordering of the 
lusters on the ex-perimental results. We learn models that 
ontain misuse rules for the intrusionsthat are \known" in the training data, anomaly dete
tion rules for unknownintrusions in left-out 
lusters, and rules that 
hara
terize normal behavior.Ea
h 
luster 
ontains intrusions that require similar features for e�e
tive de-te
tion. Clusters should not be 
onfused with the atta
k 
ategories in our taxon-omy. One example of a 
luster 
ontains the following intrusions: bu�er over
ow,loadmodule, perl and rootkit. These intrusions all attempt to gain unauthorizedroot a

ess to a lo
al ma
hine and require features su
h as root shell (whether aroot shell is obtained) and su 
ag (an indi
ation of whether the su root 
om-mand been used, in any of its derivations). Some 
lusters have 
ompletely disjointfeature sets, yet some interse
t slightly. A model that is trained to dete
t intru-sions from one 
luster may have diÆ
ulties dete
ting intrusions from another
luster. For 
lusters with interse
ting feature sets, we hope that a model learned1 We leave out the 13th 
luster for testing.
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Normal

(%far)

Intrusion
Correct detection of

intrusion class (%tc)

False alarm

unknown intrusion (%a)

Correct detection of anomaly,

Correct detection of intrusion,
but incorrect class (%othr)Fig. 3. Relationship of Metri
susing training instan
es of intrusions from some 
luster may be used to dete
tintrusions of other 
lusters as anomalies.Before explaining our results, we must de�ne some frequently used terms.Any intrusion 
lass that appears in the training data is a known intrusion. Sim-ilarly, any intrusion 
lass not in the training set is an unknown intrusion, ortrue anomaly. Predi
ted anomalies in
lude true anomalies and may also in
ludeinstan
es of known intrusions and normal. We use anomaly to refer to predi
tedanomaly where our intention is 
lear from 
ontext.5.1. ResultsOur results for 
ombined misuse and anomaly dete
tion methods are shown inTables 4-8 and Figures 4-6. Based on the out
ome of dete
tion, we 
al
ulate thefollowing measurements: true 
lass dete
tion rate (%t
), anomaly dete
tion rate(%a), and other 
lass dete
tion rate (%othr). The relationship of these metri
sis shown in the Venn diagram in Figure 3. The outside re
tangle representsthe set of data to be evaluated and the inside ellipse depi
ts the set of alarmsgenerated by our learned dete
tion models. True 
lass dete
tion rate measures theper
entage of 
onne
tion 
lass i (normal or intrusions) being 
orre
tly predi
tedas its true 
lass, and is de�ned as %t
 = jPi\WijjWij � 100%, where Pi is the setof predi
tions with label i. We use na (or not available) if the value of %t
 isunde�ned, whi
h is the 
ase when an intrusion was not in
luded in the trainingdata. %a is de�ned as in Se
tion 4.1, but it 
an be measured for both knownand unknown intrusions or intrusion 
ategories that are predi
ted as anomalies.Other 
lass dete
tion rate, or the rate of dete
tion as another 
lass of intrusion,is the per
entage of o

urren
es of intrusion i that are dete
ted as some 
lassof intrusion other than its true label or anomaly, and is de�ned as %othr =Pi0 6=i jPi0\WijjWij � 100%. Additionally, total dete
tion rate is de�ned as %ttl =%t
+%a+%othr.We examine our results from several perspe
tives. First, it is important to seehow the proposed method in
uen
es the true 
lass dete
tion rate (%t
) of knownintrusions. Ideally, using arti�
ial anomalies should allow anomaly dete
tion to
lassify true anomalies without degrading the performan
e of dete
ting knownintrusions with misuse rules. Se
ond, we evaluate the e�e
tiveness of dete
tingtrue anomalies. Third, we examine whether anomalous 
lassi�
ation 
an 
om-pensate for low dete
tion rates of known intrusions by misuse rules. Finally, weshow the false alarm rates of anomaly dete
tion in di�erent test settings.



10 W. Fan et alTable 4. Combined Misuse & Anomaly Dete
tion Datadataset1 %t
 %a %othr %ttlnormal 99.04 0.96 na naba
k 98.64 1.36
 - 100.00bu�er over
ow na 100.00p - 100.00loadmodule na 77.78p - 77.78perl na - - -rootkit na 10.00 - 10.00ftp write na 62.50p - 62.50warez
lient na 69.08p 0.97 70.05warezmaster na 80.00p - 80.00guess passwd na 100.00p - 100.00imap na 83.33p - 83.33land na - - -portsweep na 69.23p - 69.23satan na 12.97 - 12.97ipsweep na 20.16 - 20.16nmap na 73.91p - 73.91multihop na 71.43p - 71.43neptune na 94.50p - 94.50phf na 100.00p - 100.00pod na 94.23p - 94.23teardrop na 61.93p - 61.93spy na - - -smurf na 81.21p - 81.21U2R na 52.94p - 52.94R2L na 71.08p 0.80 71.89DOS 0.56 84.35p - 84.91PRB na 32.89 - 32.89%far 0.28

dataset2%t
 %a %othr %ttl99.25 0.74 na na98.64 1.36
 - 100.0080.00 20.00
 - 100.0077.78 22.22
 - 100.00100.00 - - 100.0070.00 - - 70.00na 37.50 - 37.50na 32.37 - 32.37na 100.00p - 100.00na 90.91p - 90.91na 100.00p - 100.00na 50.00p - 50.00na 69.23p - 69.23na 17.09 - 17.09na 46.37p - 46.37na 80.43p - 80.43na 71.43p 28.57 100.00na 98.39p - 98.39na 100.00p - 100.00na 100.00p - 100.00na 90.86p - 90.86na 50.00p - 50.00na 100.00p - 100.0061.76 23.53 5.88 91.18na 40.96p - 40.960.56 98.98p - 99.53na 42.79p - 42.790.18dataset3 %t
 %a %othr %ttlnormal 99.18 0.80 na naba
k 98.41 1.59
 - 100.00bu�er over
ow 60.00 40.00
 - 100.00loadmodule 88.89 11.11
 - 100.00perl 100.00 - - 100.00rootkit 80.00 - - 80.00ftp write 100.00 - - 100.00warez
lient 94.69 1.45 - 96.14warezmaster 60.00 - 20.00 80.00guess passwd na 90.91p - 90.91imap na 100.00p - 100.00land na 25.00 - 25.00portsweep na 69.23p - 69.23satan na 11.71 - 11.71ipsweep na 53.63p - 53.63nmap na 93.48p - 93.48multihop na 28.57 71.43 100.00neptune na 94.48p - 94.48phf na 100.00p - 100.00pod na 100.00p - 100.00teardrop na - - -spy na 50.00p - 50.00smurf na 100.00p - 100.00U2R 64.71 14.71 14.71 94.12R2L 83.13 12.05 0.40 95.58DOS 0.55 97.68p - 98.23PRB na 43.64p - 43.64%far 0.20

dataset4%t
 %a %othr %ttl98.94 1.04 na na98.87 1.13
 - 100.0060.00 40.00
 - 100.0077.78 22.22
 - 100.00100.00p - - 100.0060.00 - 10.00 70.00100.00 - - 100.0094.69 2.90 - 97.5860.00 20.00
 20.00 100.0090.91 9.09
 - 100.00na 91.67p - 91.67na 75.00p - 75.00na - - -na - - -na 61.29p - 61.29na 45.65 - 45.65na 57.14p 42.86 100.00na 0.27 - 0.27na 50.00p - 50.00na 94.23p - 94.23na 35.53 - 35.53na 50.00p - 50.00na 100.00p - 100.0055.88 23.53 11.76 91.1887.15 8.84 0.40 96.390.56 71.97p - 72.52na 21.15 - 21.150.36dataseti: normal + 
luster1�i + DBA2-generated anomalies from (normal + 
luster1�i)p: signi�
ant anomaly dete
tion, or %a > 100%
: signi�
ant 
ompensation for misuse dete
tion, or (%t
 + %a ' 100% ^ %t
 < 100%) _ (%a �0:25�%t
)
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t Unknown and Known Network Intrusions 11Table 5. Combined Intrusion & Anomaly Dete
tion Data (
ont.)dataset5 %t
 %a %othr %ttlnormal 98.86 1.13 na naba
k 98.64 1.36
 - 100.00bu�er over
ow 60.00 20.00
 20.00 100.00loadmodule 100.00 - - 100.00perl 100.00 - - 100.00rootkit 90.00 - - 90.00ftp write 100.00 - - 100.00warez
lient 96.14 2.90
 - 99.03warezmaster 60.00 20.00
 20.00 100.00guess passwd 90.91 - 9.09 100.00imap 100.00 - - 100.00land na - - -portsweep na 72.60p - 72.60satan na 89.56p - 89.56ipsweep na 60.48p - 60.48nmap na 80.43p - 80.43multihop na 57.14p 14.29 71.43neptune na 5.21 0.01 5.22phf na 100.00p - 100.00pod na 69.23p - 69.23teardrop na 3.05 - 3.05spy na 100.00p - 100.00smurf na 99.98p - 99.98U2R 70.59 14.71 5.88 91.18R2L 93.17 5.22 0.80 99.20DOS 0.56 73.20p - 73.76PRB na 75.92p - 75.92%far 0.38

dataset6%t
 %a %othr %ttl98.84 1.15 na na98.87 1.13
 - 100.00100.00 - - 100.0055.56 33.33
 11.11 100.00100.00 - - 100.0020.00 60.00
 - 80.00100.00 - - 100.0095.17 3.38 - 98.5560.00 - 20.00 80.0090.91 9.09
 - 100.0091.67 8.33
 - 100.0050.00 - - 50.00na 94.71p - 94.71na 24.37 - 24.37na 64.11p - 64.11na 91.30p - 91.30na 42.86 57.14 100.00na 79.36p - 79.36na 25.00 - 25.00na 100.00p - 100.00na 6.60 - 6.60na - - -na 100.00p - 100.0044.12 35.29 14.71 94.1291.97 4.02 0.40 96.390.56 93.55p - 94.11na 58.07p - 58.070.30dataset7 %t
 %a %othr %ttlnormal 99.29 0.70 na naba
k 98.64 1.36
 - 100.00bu�er over
ow 80.00 20.00
 - 100.00loadmodule 88.89 11.11
 - 100.00perl 100.00 - - 100.00rootkit na 80.00p - 80.00ftp write 75.00 12.50 - 87.50warez
lient 96.62 1.45 - 98.07warezmaster 60.00 - 20.00 80.00guess passwd 90.91 9.09
 - 100.00imap 100.00 - - 100.00land 75.00 - - 75.00portsweep 99.04 0.96
 - 100.00satan 99.37 0.32
 - 99.68ipsweep na 56.05p - 56.05nmap na 52.17p 41.30 93.48multihop na 57.14p 42.86 100.00neptune na 19.17 0.20 19.37phf na 100.00p - 100.00pod na 100.00p - 100.00teardrop na 13.71 - 13.71spy na 50.00p - 50.00smurf na 100.00p - 100.00U2R 44.12 41.18 8.82 94.12R2L 92.77 4.02 0.40 97.19DOS 0.56 77.08p 0.05 77.70PRB 63.57 20.29 2.32 86.19%far 0.22

dataset8%t
 %a %othr %ttl99.19 0.79 na na98.64 1.36
 - 100.0020.00 80.00
 - 100.0044.44 44.44
 11.11 100.00100.00 - - 100.0060.00 - - 60.00100.00 - - 100.0096.14 2.42 - 98.5560.00 20.00
 - 80.0090.91 9.09
 - 100.00100.00 - - 100.0075.00 25.00
 - 100.0099.04 0.48
 - 99.5298.73 1.27
 - 100.0099.19 0.40
 - 99.6089.13 10.87
 - 100.00na 42.86p 28.57 71.43na 98.85p 0.94 99.79na 25.00 - 25.00na 100.00p - 100.00na 88.32p 6.60 94.92na 50.00p - 50.00na 100.00p - 100.0041.18 32.35 8.82 82.3593.17 3.61 - 96.790.56 99.10p 0.27 99.9398.41 1.34 - 99.760.20



12 W. Fan et alTable 6. Combined Intrusion & Anomaly Dete
tion Data (
ont.)dataset9 %t
 %a %othr %ttlnormal 99.08 0.91 na naba
k 98.64 1.36
 - 100.00bu�er over
ow 40.00 40.00
 20.00 100.00loadmodule 66.67 33.33p - 100.00perl 66.67 - - 66.67rootkit 40.00 60.00
 - 100.00ftp write 100.00 - - 100.00warez
lient 97.58 1.93
 - 99.52warezmaster 60.00 20.00
 20.00 100.00guess passwd 90.91 9.09
 - 100.00imap 100.00 - - 100.00land 100.00 - - 100.00portsweep 99.04 0.96
 - 100.00satan 99.05 0.95 - 100.00ipsweep 98.79 0.81
 - 99.60nmap 89.13 10.87
 - 100.00multihop 100.00 - - 100.00neptune na 99.91p 0.05 99.96phf na 100.00p - 100.00pod na 100.00p - 100.00teardrop na 94.42p 0.51 94.92spy na - - -smurf na 100.00p - 100.00U2R 61.76 32.35 2.94 97.06R2L 94.38 4.02 0.40 98.80DOS 0.56 99.40p 0.02 99.98PRB 98.41 1.47 - 99.88%far 0.23

dataset10%t
 %a %othr %ttl99.40 0.59 na na99.55 0.45
 - 100.0040.00 60.00
 - 100.0088.89 11.11
 - 100.00100.00 - - 100.00100.00 - - 100.00100.00 - - 100.0096.62 3.38
 - 100.0060.00 - 40.00 100.0090.91 9.09
 - 100.00100.00 - - 100.00100.00 - - 100.0099.04 0.96
 - 100.0098.42 0.63
 - 99.05100.00 - - 100.00100.00 - - 100.00100.00 - - 100.0099.89 0.10
 - 99.99na 25.00 - 25.00na 100.00p - 100.00na 93.91p - 93.91na 50.00p - 50.00na 100.00p - 100.0088.24 11.76 - 100.0093.57 4.02 0.80 98.3927.92 72.06p - 99.9899.14 0.49 - 99.630.20dataset11 %t
 %a %othr %ttlnormal 99.36 0.62 na naba
k 98.64 1.36
 - 100.00bu�er over
ow 100.00 - - 100.00loadmodule 77.78 22.22
 - 100.00perl 100.00 - - 100.00rootkit 90.00 10.00
 - 100.00ftp write 100.00 - - 100.00warez
lient 98.55 0.97
 - 99.52warezmaster 60.00 - 20.00 80.00guess passwd 90.91 9.09
 - 100.00imap 91.67 - - 91.67land 75.00 - - 75.00portsweep 99.04 0.96
 - 100.00satan 99.37 0.63
 - 100.00ipsweep 99.19 0.40
 - 99.60nmap 95.65 4.35
 - 100.00multihop 100.00 - - 100.00neptune 99.81 0.18
 - 100.00phf 100.00 - - 100.00pod na 100.00p - 100.00teardrop na 86.29p 1.52 87.82spy na - - -smurf na 100.00p - 100.00U2R 91.18 8.82 - 100.00R2L 96.39 1.20 0.40 97.99DOS 27.89 72.07p 0.01 99.97PRB 99.02 0.86 - 99.88%far 0.21

dataset12%t
 %a %othr %ttl99.46 0.53 na na98.87 1.13
 - 100.0060.00 40.00
 - 100.0077.78 22.22
 - 100.00100.00 - - 100.00100.00 - - 100.00100.00 - - 100.0095.65 1.45 0.48 97.5860.00 20.00
 - 80.0090.91 9.09
 - 100.0091.67 8.33
 - 100.00100.00 - - 100.0098.08 1.92
 - 100.0097.47 2.53
 - 100.0099.19 0.40
 0.40 100.0093.48 6.52
 - 100.00100.00 - - 100.0099.81 0.18
 - 99.99100.00 - - 100.00100.00 - - 100.0097.46 2.54
 - 100.00na - - -na 100.00p - 100.0088.24 11.76 - 100.0093.98 2.41 0.40 96.7928.21 71.79p - 100.0097.92 1.96 0.12 100.000.18
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Fig. 4. Comparison of True Class Dete
tion Rate (%t
) of Datasets w. and w/o DBA2Table 7. Per
entage of Signi�
ant True Anomaly Dete
tionsDataset 0 1 2 3 4 5 6 7 8 9 10 11 12AnomalyTypes 22 21 17 14 13 12 11 10 7 6 5 4 2Signi�
ant 13 15 14 10 8 9 7 8 6 5 5 3 2% 59 71 82 71 62 75 64 80 86 83 100 75 100True Class Dete
tion The true 
lass dete
tion rates of models learned withand without DBA2 are shown in Figure 4. The x-axis shows ea
h dataset, rangingfrom dataset1 to dataset12 as explained in Se
tion 5. We see that the 
urvesfor R2L, DOS and PRB are indistinguishable. The di�eren
e in U2R 
urvesis reasonably small as well2. This observation shows that the proposed DBAmethod does not deteriorate the e�e
tiveness of dete
ting parti
ular 
ategoriesof known intrusions. Next, we examine the eÆ
a
y of our approa
h in dete
tinganomalies.True Anomaly Dete
tion The e�e
tiveness of dete
ting true anomalies isshown in the se
ond 
olumn of all sub-tables in Tables 4- 6. In all sub-tables,intrusion 
lasses with na entries in the %t
 
olumns are true anomalies, as theydo not exist in the training data, and thus have no misuse rules generated for2 Note that there are only 34 U2R instan
es in the test data. Disagreements in just a fewexamples 
an make signi�
ant di�eren
e in %t
.
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Fig. 5. Total Dete
tion Rate (%ttl)them. In analysis, we 
onsider an anomaly dete
tion model to be signi�
ant for aparti
ular dete
tion 
lass if %a � 50:00%. All signi�
ant results are highlightedby p. A
ross 12 experiment settings, there are 122 truly anomalous 
ases, andamong them, 92 are signi�
ant; this is more than 75%. For ea
h experimentsetting, the per
entage of 
ases that are signi�
ant is shown in Table 7; most areat least 70%. On the other hand, we found that 10 out of 122 (less than 9%)true anomaly 
ases are not dete
ted. Upon 
loser inspe
tion, most of them areland and spy. These two intrusions are usually dete
ted by spe
i�
 features, like\land 
ag". The datasets most likely do not 
ontain values for these featuresthat are needed to distinguish these intrusions from other known 
lasses. TheDBA2 anomalies generated from ea
h dataset will thus not help in revealing thede
ision boundary (Se
tion 8 dis
usses an alternative approa
h addressing thisissue).Next, we study the e�e
tiveness of anomaly dete
tion on di�erent 
ategoriesof true anomalies. We measure anomaly dete
tion rate (%a) of true anomaliesin ea
h intrusion 
ategory and all true anomalies (TTL). The results are pre-sented in Table 8. As shown in the upper rightmost 
urve and the last row of thetable under \TTL," the true anomaly dete
tion rate for all true anomalies re-mains relatively 
onstant as we inje
t more 
lusters of intrusions. The 
urves forU2R, R2L and PRB 
ategories are more bumpy than DOS be
ause the anomalydete
tion model 
at
hes more in one 
ategory and fewer in the others.Known Intrusions Dete
ted As Anomalies It is interesting to determineif the proposed approa
h 
an prove e�e
tive in dete
ting un-
lassi�ed known
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entage of True Anomalies Dete
ted as Anomalies (%a)
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Dataset 0 1 2 3 4 5 6U2R 47.06 52.94 71.43 28.57 57.14 57.14 42.86R2L 66.67 71.08 40.96 93.10 77.78 100.00 16.67DOS 94.31 84.82 99.53 98.22 72.37 73.61 94.08PRB 1.34 32.89 42.79 43.64 21.15 75.92 58.07TTL 94.26 84.78 99.46 98.18 72.33 73.57 94.02Dataset 7 8 9 10 11 12U2R 70.59 42.86 na na na naR2L 83.33 33.33 66.67 33.33 0.00 0.00DOS 77.52 99.65 99.96 99.98 99.95 100.00PRB 55.44 na na na na naTTL 77.46 99.65 99.96 99.97 99.95 100.00
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Fig. 6. Per
entage of Known Intrusions and True Anomalies Dete
ted as Anomalies (%a)intrusions as anomalies. We 
onsider an anomaly dete
tion method to signi�-
antly 
ompensate for misuse dete
tion if either the anomaly dete
tion in
reasesthe total rate of dete
tion to nearly 100% (%t
 + %a ' 100%;%t
 < 100%)or %a � 0:25 � %t
 when %t
 is very low. In Tables 4 and 5, all signi�
ant
ompensations are highlighted by 
. There are 88 
ases that are 
andidates for
ompensation (i.e., %t
 < 100%). Among them, 76 
ases (or 86%) are signi�-
antly 
ompensated by being dete
ted as anomalies. In 5 of the remaining 12
ases, the intrusions are dete
ted as some other intrusion, leaving no room foranomaly dete
tion to provide any 
ompensation. In Figure 5, we show the totalper
entage of dete
tion (%ttl) for all 4 
ategories of intrusions. As expe
ted,there is a general trend of in
rease.Overall Performan
e In the above dis
ussion, we have 
overed the perfor-man
e of true anomaly dete
tion and misuse dete
tion 
ompensation. We nowexamine the 
ombined overall performan
e of dete
ting both true anomalies andknown intrusions. The results over all 4 intrusion 
ategories are shown in thebottom of ea
h sub-table of Tables 4 to 6, and the 
urves (%a) are shown inFigure 6. As expe
ted, there is a general trend of de
rease in %a when thedatasets are augmented with more 
lusters of intrusions. This is 
aused by thefa
t that we have learned misuse rules for more intrusions, leaving less room forthese intrusions to be dete
ted as anomalies. The shape of the anomaly dete
tionrate 
urves is somewhat inversely related to their respe
tive true 
lass dete
tion
urves in Figure 4. This relationship is explained by the observation that 1�%t
is an indi
ation of the amount of additional dete
tion that anomaly dete
tion
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t Unknown and Known Network Intrusions 17Table 9. Ruleset Size (Number of Rules)dataseti 1 2 3 4 5 6 7 8 9 10 11 12w/o DBA2 7 33 54 58 52 58 65 80 97 98 94 106w DBA2 183 203 240 136 131 25 220 227 238 284 256 281
an provide. These de
reasing and inverse relationships apply throughout theU2R, R2L and DOS 
urves, and 
an be seen in the PRB 
urves with x 2 [6; 12℄.As we see in Figure 4, as more intrusion 
lusters are used to augment the normaldata, the true 
lass dete
tion rates for both U2R and R2L in
reases and leaveless room for anomaly dete
tion to 
ompensate. This explains the generally de-
reasing tenden
y of U2R and R2L %a 
urves. For DOS atta
ks, the true 
lassdete
tion rate only rises from 0 to 30% after dataset9, and there is still suÆ
ientroom for 
ompensation by anomaly dete
tion | this explains the 
atness of theDOS %a 
urve in Figure 6. For PRB, the rise in %t
 takes pla
e after dataset6,whi
h is also when we see the 
omplimentary de
rease in %a when x 2 [6; 12℄.The slight bumpiness of the U2R %a 
urve is due to the inverse bumpiness ofU2R %t
 
urve in Figure 4. The slight bumpiness of the DOS and PRB 
urvesare most likely 
aused by insuÆ
ient feature values available when learning ade
ision boundary for anomalies (See Se
tion 8).The last row of ea
h sub-table within Tables 4 to 6 displays the false alarmrate of anomalous 
lassi�
ation. All these values are uniformly below 0.40%. This
on�rms that nearly all dete
ted anomalies are either true anomalies or knownintrusions. Additionally, the %t
 rates of normal 
onne
tions (or normal 
orre
tly
lassi�ed as normal), as shown in the �rst row of ea
h sub-table, are over or near99.00%. These observations show the utility of the anomaly dete
tion approa
hin building highly pre
ise models.E�e
ts of Cluster Ordering We performed two tests to verify that our resultsare not in
uen
ed by the order in whi
h 
lusters are added to the training sets.One test is to reverse the 
luster ordering as in the previous se
tion, and the otherone is a random ordering totally di�erent from the original or se
ond orderings.The results have 
on�rmed that our results are indeed not in
uen
ed by 
lusterorder.6. Additional IssuesWe now present our experimentation with di�erent methods of anomaly gener-ation for further veri�
ation of the proposed approa
h.6.1. Ne
essity of Arti�
ial AnomaliesTo 
on�rm the motivation of using arti�
ial anomaly generation for 
lassifyinganomalies, we generated unordered rulesets from ea
h dataset without any arti-�
ial anomalies and modi�ed the default 
lassi�
ation label to be anomaly3 as3 ordered rulesets 
an not be used sin
e the default rule is always used for a 
ompletelyun
overed instan
e.
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ussed in Se
tion 2. We used di�erent levels of \spe
i�
ity" (di�erent opti-mization levels \-O" from 0 to 2, and use very spe
i�
 rule forms \-E". Both\-O" and \-E" are parameters to run RIPPER). The results (not shown) indi-
ate that these rulesets, in general, do not 
orre
tly dete
t many anomalies atall. The total number dete
ted is very small and %far is very high (> 50%).Another observation is that rules learned from datasets with arti�
ial anomaliesare signi�
antly more 
omplex than rules trained without arti�
ial anomalies, asshown in Table 9. The size di�ers by an average about 150 rules. Upon 
loserinspe
tion, half of these extra rules are for normal and the other half are foranomaly. The reason is simple: arti�
ial anomalies for
e RIPPER to dis
oververy spe
i�
 de
ision boundaries that are not revealed by known 
lasses alone.6.2. Di�erent Experiment SettingsWe have experimented with di�erent amounts of inje
ted arti�
ial anomalies(n = 1:5 or 2). The general trend is that as we in
rease the inje
tion amount,%t
 of normal 
onne
tions de
reases slightly and %far in
reases slightly. In theworst 
ase, %t
 drops to slightly over 91% and %far in
reases to approximately3%. The %a rate 
hanges slightly as well, with some intrusion 
ategories havinggreater %a rate, and some less, than when n = 1. On average, however, in
reasedamounts of arti�
ial anomalies is still as e�e
tive as with n = 1 (in the reportedresults). One explanation is that when the amount of inje
ted arti�
ial anomaliesin
reases, there are more arti�
ial anomalies than normal 
onne
tions in thetraining data and the learning algorithm tends to generate more anomaly rules.In general, however, the proposed algorithm is not sensitive to the amount ofarti�
ial anomalies in the training data. However, it would be interesting to
ondu
t a full range test on n.We experimented with the use of other forms of RIPPER rulesets (+freqand given, both of whi
h are ordered rulesets). As dis
ussed by Fan et al. (Fanet al., 2000), ordered rulesets are more eÆ
ient in real-time evaluation. +freqrulesets 
lassify 
onne
tions in order of in
reasing frequen
y followed by normal,with a default 
lassi�
ation of anomaly. For given, we used the following ruleorder: normal, anomaly and alphabeti
ally ordered intrusion 
lasses (essentiallyarbitrary). This given ruleset �lters normal 
onne
tions eÆ
iently, as they are
lassi�ed �rst. The results gathered for the use of a +freq ruleset are very 
loseto the detailed results given for our unordered rulesets. It is interesting to observethat the given rulesets are similar to unordered rulesets at later datasets (whenmore than 3 
lusters of intrusions are added to the normal data). However, inthe �rst 2 datasets (dataset1 and dataset2), the anomaly dete
tion is more likelyto 
lassify known intrusions as anomalies. This is due to the fa
t that anomalyrules appear before intrusion rules.6.3. Other Arti�
ial Anomaly MethodsTo test the e�e
tiveness of DBA2, we tested this method by randomly 
hoos-ing a feature value to perturb, instead of biasing the 
hoi
e to values that aremore sparsely distributed as dis
ussed in Se
tion 2.2. We tested this method byrandomizing any one randomly 
hosen feature, generating an arti�
ial anomalysample set with n = 1, and then learning unordered RIPPER rulesets. The
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t Unknown and Known Network Intrusions 19experiments were run on all datasets (0-12). Our results indi
ate that the %t
rates for ea
h 
onne
tion 
lass (in
luding normal) and %a are signi�
antly lowerthan the respe
tive DBA2 approa
h. The %t
 rate for normal 
onne
tions de-
reases to slightly above 51% in the worst 
ase. The %t
 rates for intrusions arealso slightly redu
ed. The %far rate for all 13 experiments in
reased to slightlybelow 11%. In other words, the ruleset 
lassi�es more normal and known intru-sions as anomalies. This veri�
ation method provides additional eviden
e for thee�e
tiveness of the DBA2 proposal.In Se
tion 2.1, we dis
ussed a random generation approa
h that produ
esarti�
ial anomalies uniformly a
ross the entire de
ision spa
e. We produ
ed arandom sample for ea
h dataset (the same size as the dataset) and trained overall of these datasets (0-12). Our results showed some dete
tion of anomalies, butthe amount was signi�
antly less than was seen with the DBA2 approa
h. A
lose 
omparison of the respe
tive rules showed that the di�eren
e in rules forthe same 
onne
tion 
lass is minor. It is reasonable to dedu
e that the naivelygenerated anomalies are not suÆ
ient.We experimented with the �ltering method for DBA2 as proposed in Se
-tion 2.2. The generated arti�
ial anomalies were �ltered 3 times with a resultingredu
tion of between 1% and 3% ea
h time. We did not see any signi�
ant im-provement in performan
e using this method. We also experimented with �lter-ing anomalies generated using the naive approa
h and observed that no arti�
ialanomalies were removed at all. The main 
on
lusion to be drawn from these�ltering experiments is that most arti�
ial anomalies are truly anomalous, anddo not 
ollide with known training data.7. Related WorkSRI's IDES (Javitz and Valdes, 1991) measures abnormality of 
urrent sys-tem a
tivity from the probability distributions of past a
tivities. The a
tivitiesthey monitored are host events (e.g., CPU utilization and �le a

esses); in ourwork, we monitor network events. Forrest et al. (Forrest, Hofmeyr, Somayaji andLongsta�, 1996) re
ord frequent subsequen
es of system 
alls that are used in theexe
ution of a program (e.g., sendmail). Absen
e of subsequen
es in the 
urrentexe
ution of the same program from the stored sequen
es 
onstitutes a potentialanomaly. Lane and Brodley (Lane and Brodley, 1998) used a similar approa
hbut they fo
used on an in
remental algorithm that updates the stored sequen
esand used data from UNIX shell 
ommands. Lee (Lee, 1999), using a rule learningprogram, generated rules that predi
t the 
urrent system 
all based on a windowof previous system 
alls. Abnormality is suspe
ted when the predi
ted system
all deviates from the a
tual system 
all. Ghosh and S
hwartzbard (Ghosh andS
hwartzbard, 1999) proposed using a neural network to learn a pro�le of nor-mality. Similar to our approa
h, random behaviors are generated to representabnormality for training purposes. Unlike our approa
h, ea
h of their input fea-tures is a distan
e value from an exemplar sequen
e of BSM (SunSoft, 1995)events. This study is one of the �rst attempts in applying ma
hine learningalgorithms to network events for anomaly dete
tion.Algorithms for anomaly dete
tion and misuse dete
tion have traditionallybeen studied separately. In SRI's EMERALD (Neumann and Porras, 1999),anomaly and misuse dete
tion algorithms are en
ased in separate system 
om-ponents, though their output responses are 
orrelated to generate alarms by the



20 W. Fan et alresolver. Ghosh and S
hwartzbard (Ghosh and S
hwartzbard, 1999) applied neu-ral networks to both anomaly and misuse dete
tion and 
ompared their relativeperforman
e. One of our unique goals in this paper is to study the 
ombinationof anomaly and misuse dete
tion in one model to improve overall performan
e.We are not aware of 
losely related work in the generation of training databelonging to an unknown opposite 
lass. Given unlabeled instan
es, Nigam et al.(Nigam, M
Callum, Thrun and Mit
hell, 1998) assigned labels to them using a
lassi�er trained from labeled data and put them in the training set for anotherround of training. In a skewed distribution s
enario, Kubat and Matwin (Kubatand Matwin, 1997) attempted to remove majority instan
es too 
lose to and toofar from the de
ision boundary. Maxion and Tan (Maxion and Tan, 2000) used
onditional entropy to measure the regularity in the training set and have shownthat it is easier to dete
t anomalies for data with high regularity. Lee and Xiang(Lee and Xiang, 2001) also applied entropy to determine how hard it is to learna model of normality and abnormality.8. Con
lusion and Future WorkRe
ent ha
ker a
tivity has made evident the importan
e of network-based in-trusion dete
tion. Anomaly dete
tion of unknown intrusions is an importantand diÆ
ult area of IDS. In this paper, we studied the problems of using arti�-
ial anomalies to dete
t unknown and known network intrusions. We proposeda distribution-based anomaly generation algorithm that has proven e�e
tive inbuilding anomaly and 
ombined misuse and anomaly dete
tion models that su
-
essfully dete
t known and unknown intrusions.One assumption of DBA2 is that ea
h dimension (i.e., feature) 
an be treatedindividually. In other words, we examine and generate anomalies \dimension bydimension." If all features have similar importan
e to the learner in formulatinga model, anomalies generated using this assumption will be e�e
tive. A possiblevariation of the algorithm 
ould 
onsider multiple dimensions 
on
urrently orgive ea
h dimension a di�erent weight depending on its importan
e.Referen
esCohen, W. (1995), Fast e�e
tive rule indu
tion, in `Pro
eedings of Twelfth International Con-feren
e on Ma
hine Learning (ICML-95)', Morgan Kaufman, pp. 115{123.Fan, W., Lee, W., Stolfo, S. and Miller, M. (2000), A multiple model approa
h for 
ost-sensitiveintrusion dete
tion, in `Pro
eedings of Eleventh European Conferen
e on Ma
hine Learning(ECML-00)', Bar
elona, Spain.Forrest, S., Hofmeyr, S. A., Somayaji, A. and Longsta�, T. A. (1996), A sense of self for UNIXpro
esses, in `Pro
eedings of IEEE Symposium on Se
urity and Priva
y 1996'.Ghosh, A. K. and S
hwartzbard, A. (1999), A study in using neural networks for anomaly andmisuse dete
tion, in `Pro
eedings of USENIX Se
urity Symposium 1999'.Javitz, H. and Valdes, A. (1991), The SRI IDES statisti
al anomaly dete
tor, in `Pro
eedingsof IEEE Symposium on Se
urity and Priva
y', p. 1991.Kubat, M. and Matwin, S. (1997), Addressing the 
urse of imbalana
ed training sets: One sidedsele
tion, in `Pro
eedings of Fourteenth International Conferen
e on Ma
hine Learning(ICML-97)', Morgan Kaufmann, pp. 179{186.Lane, T. and Brodley, C. (1998), Approa
hes to online learning and 
on
ept drift for useridenti�
ation in 
omputer se
urity, in `Pro
eedings of Fourth International Conferen
e onKnowledge Dis
overy and Data Mining (KDD-98)', pp. 259{263.



Using Arti�
ial Anomalies to Dete
t Unknown and Known Network Intrusions 21Lee, W. (1999), A Data Mining Framework for Constru
ting Features and Models for IntrusionDete
tion Systems, PhD thesis, Columbia University.Lee, W. and Xiang, D. (2001), Information-theoreti
 measures for anomaly dete
tion, in `The2001 IEEE Symposium on Se
urity and Priva
y', Oakland, CA.Maxion, R. A. and Tan, K. M. (2000), Ben
hmarking anomaly-based dete
tion systems, in`International Conferen
e on Dependable Systems and Networks', pp. 623{630.Neumann, P. G. and Porras, P. A. (1999), Experiments with EMERALD to date, in `Pro
eed-ings of 1999 USENIX Workshop on Intrusion Dete
tion'.Nigam, K., M
Callum, A., Thrun, S. and Mit
hell, T. (1998), Learning to 
lassify text fromlabeled and unlabeled do
uments, in `Pro
eedings of Fifteenth National Conferen
e onArti�
ial Intelligen
e (AAAI-98)'.SunSoft (1995), SunSHIELD Basi
 Se
urity Module Guide, SunSoft, Mountain View, CA.
Author Biographiesinsert photo Wei Fan re
eived a PhD degree in Computer S
ien
e from ColumbiaUniversity in 2000. He is 
urrently employed at IBM T.J.Watson Re-sear
h Center. His resear
h interests are in ma
hine learning, datamining, database and se
urity. Dr. Fan is the inventor of over tenpatents in areas of intrusion dete
tion, database and data mining.insert photo Salvatore J. Stolfo Professor of Computer S
ien
e at Columbia Uni-versity. He re
eived his Ph.D. from NYU Courant Institute in 1979 andhas been on the fa
ulty of Columbia ever sin
e. He has published wellover a hundred s
ienti�
 publi
ations in the areas of parallel 
omput-ing, AI Knowledge-based systems, and most re
ently Data Mining,and Intrusion Dete
tion systems. Dr. Stolfo 
o-developed the �rst Ex-pert Database System in the early 1980's that was widely distributedto a large number of telephone wire 
enters around the nation. Hehas lead a proje
t that developed the 1023-pro
essor DADO paral-lel 
omputer designed to a

elerate knowledge-based and pattern di-re
ted inferen
e systems. His most re
ent resear
h has been devotedto distributed data mining systems with appli
ations to fraud and in-trusion dete
tion in network information systems. Browse the URLhttp://www.
s.
olumbia.edu/ids for 
omplete details. He re
ently 
o-
haired several workshops in the area of data mining, intrusion dete
-tion and the Digital Government and 
o-
haired the PC of the SIGKDD 2000 Conferen
e.He presently 
o-dire
ts the Digital Government Resear
h Center, a joint resear
h 
enter be-tween Columbia University and USC/ISI. He served as the Chairman of Computer S
ien
eand the Dire
tor of the Center for Advan
ed Te
hnology at Columbia University. Re
ently, hewas a member the Congressional Internet Cau
us Advisory Committee, and Visa 3D Se
ureAuthenti
ated Internet Payments Vendor Program. He is presently the Chief S
ien
e Advisorto System Dete
tion In
, a re
ently established start-up he 
o-founded to 
ommer
ialize hisDARPA-sponsored resear
h in Data mining-based Fraud and Intrusion dete
tion. He has beenawarded ten patents in the areas of parallel 
omputing and database inferen
e, and a numberof patents are pending in the area of internet priva
y and se
urity.insert photo Wenke Lee is an Assistant Professor in the College of Computing atGeorgia Institute of Te
hnology. His resear
h interests in
lude networkse
urity and data mining. He re
eived his Ph.D. in Computer S
ien
efrom Columbia University. He re
eived a Best Paper Award (in appliedresear
h 
ategory) at the 5th ACM SIGKDD International Conferen
eon Knowledge Dis
overy and Data Mining (KDD-99) in 1999, and aNSF CAREER Award in 2002.



22 W. Fan et alinsert photo Philip K. Chan an Asso
iate Professor of Computer S
ien
e atFlorida Institute of Te
hnology. His main resear
h interests in
ludes
alable adaptive methods, ma
hine learning, data mining, distributedand parallel 
omputing, and intelligent systems. He re
eived his PhD,MS, and BS in Computer S
ien
e from Columbia University, Vander-bilt University, and Southwest Texas State University respe
tively.Corresponden
e and o�print requests to: Wei Fan, IBM T.J.Watson Resear
h, Hawthorne, NY10532, USA. Email: weifan�us.ibm.
om


